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Malware Analysis
Threat Detection
Threat Intelligence
Knowledge Graph
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Our Research Focus
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SIEM
Ticketing Systems
Threat Intelligence
Sharing
Honeynet-based
Threat Sharing

Our Security Operations Center
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SGU

IHPBSSN

A more robust repository platform for processing and storing broader range of
honeynet-based threat information
A highly available data lake platform that allows security analyst perform threat
correlation between honeynet threat information with existing OSINT.
A higher quality threat information, including description, scoring and analysis
report, which is generated automatically by system in the help of security analyst,
allowing organizations to easily share and exchange security threat information with
other organizations.

This year research:
1.

2.

3.

ISIF Asia Research Grant 2019, 2020, 2021
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Industry Scholarship 100%
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XT-Pot: EXposing Threat
Category of Honeypot-Based

Attacks

XB-Pot: Revealing Honeypot-
based Attacker’s Behaviors

Mapping Linux Shell Commands
to MITRE ATT&CK using NLP-

Based Approach

Our Publications
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Mapping Threats in Smart
Grid System Using the MITRE

ATT&CK ICS Framework

Threat Analysis on ICS Based
on Attacker’s Behaviors using

Honeypot

Our Publications
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ISIF Award 2022
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Our Public Dashboard (https://public.cscisac.org)
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Our Public Dashboard (https://public.cscisac.org)



Our Public Contribution (https://Honeynet.bssn.go.id) 
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As businesses transform their
business into digital enterprises,
cyber security attacks become the
largest threats to businesses and
organizations worldwide. With the
increasing amount of data and
emerging technologies, it is essential
to develop a strong defense against
cyber threats. 

The Data Science Cyber Security
Master Program is designed to
equip students with the necessary
skills to become cyber security
professionals who can defend
against these threats.

Why Data Science Cyber Security Master Program?

The curriculum covers topics such as network security, ethical
hacking, data science, cryptography, and incident handling skills. 
 Students will learn through in class capstone projects how to analyze
data sets to identify potential threats, design and implement security
measures, and use machine learning algorithms to detect and
detect/prevent cyber-attacks. The program also covers legal and ethical
considerations in cyber security, including privacy laws and regulations.

Graduates of the program will be well-equipped to work in a variety
of industries, including finance, retail, healthcare,
telecommunication, manufacturing, energy and government.  The
Data Science Cyber Security Master Program is an excellent choice for
students who are interested in pursuing a career in cyber security as it
provides a strong foundation in data science and cyber security, making
them valuable assets to any organization that needs to protect their data
and systems from cyber threats.



Distinguished Strengths

Award winning Cyber Security Lecturers and Researchers
Industry capstone projects to bring real contributions to the workplace
World class research projects with industry collaboration research
including National Cyber and Crypto Agency (Badan Siber dan Sandi
Negara), Indonesia Honeynet Project, Academy CSIRT and others.
Research topics include: Deception Technology, Malware Analysis, Threat
Detection, Threat Intelligence, Vulnerability Analysis, Digital Forensics,
Cloud Security, etc.
Security Operation Centre for handling real national security incidents
EC Council Special Discounts for cyber security professional certifications



Key National/International Mentions

·National Honeynet-based threat map portal
(https://honeynet.bssn.go.id)
·Honeynet Threat Sharing Platform (Multi Year
Research Grants Recipients from The Information
Society Innovation Fund - ISIF Asia)
·2022 ISIF Asia Award Recipients (https://isif.asia/2022-
awardees/) 

https://honeynet.bssn.go.id/
https://isif.asia/2022-awardees/

